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Introduction 
 
In today’s digital economy, data is touted to be the new ‘crude oil’ . And just like oil, it is                   1

driving growth not only in it’s primary domains - social media, internet and research - but                
also in secondary and tertiary markets such as service providers, hardware manufacturers,            
marketing and governance. The production, use and trade of digital data by these ‘data              
companies’ (as they will be referred to henceforth) is valued approximately at $125 billion              
in 2015 .  2

 
In light of the immense value that data now provides to businesses, and with companies               
making the collection and sale of large-scale datasets their primary source of revenue, it              
becomes imperative to ensure that all this monetary incentive does not come at a cost to                
the average consumer who is the source of this data. Data-based automated decision             
making has now become pervasive, which increases the need for people to have some              
control over their data that will eventually factor in these decisions. The need for data               
sharing control also stems from the increasing privacy and security concerns due to             
large-scale data security breaches. 
 
In this paper, we begin by analyzing existing data and media rights management standards.              
DRM systems had partially achieved vaguely similar goals for digital goods in the past. We               
then propose a DRM-based system for data, that will enable people to have control over               
who can access/share/sell their data and will look at what the technical implementation of              
such a system for data might look like. We evaluate the pros and cons of having a                 
DRM-based solution to establish a Digital Access Management Protocol (DAMP), along with            
the legal, ethical, and privacy concerns that it encompasses. 
 

Why do we need a privacy standard? 

Company policy is an insufficient safeguard 
Privacy policies provided by data companies offer some degree of guarantee to consumers             
that there are means to safeguard their personal information. Many times, these policies             
are mandated by law. In addition to the guarantees, these provide the average consumer,              
some form of legal recourse for redressal when these guarantees are not met and breaches               
of privacy do occur.  
 
The role of technology in ensuring privacy is usually limited to matters of data security               
through the application of security standards and guidelines. However, there are no            
technical standards or protocols that attempt to systematically prevent privacy breaches.  

1 http://www.forbes.com/sites/perryrotella/2012/04/02/is-data-the-new-oil/ 
2 "IDC Reveals Worldwide Big Data and Analytics Predictions ..." 2014. 27 Apr. 2015 
<http://www.idc.com/getdoc.jsp?containerId=prUS25329114> 

http://www.idc.com/getdoc.jsp?containerId=prUS25329114


Data Sharing is broken 
From an abstract standpoint, it is not difficult to conclude that one of the pressing               
fundamental problems to be solved by any potential framework would be fixing the broken              
data sharing model - once data is shared, the original owner has no control over where it                 
ends up and what it is used for. Data is increasingly being used to make decisions about                 
people - be it employment decisions, credit scores, health insurance premium etc. All this              
data is being collected without the knowledge of the average consumer, and is being used               
to make decisions about him/her. Data collected by retailers is shared with third parties,              
often without the knowledge of people who have generated that data. Even if people              
become aware that they are the target of data collection, the damage has already been               
done. And the increasing monetary value of personal data provides more incentive to             
data-collecting agencies to sell their data without being too concerned about the            
consequences of their actions for the common man.   
 
When data breaches occur, avenues of recourse are sparse, and quite often, too little and               
too late. As an example, the FTC proposed a Reclaim Your Name campaign, which was an                3

initiative that would allow a person to go to a web portal, and look up all the data that has                    
been collected about him/her by “data companies”. And if the individual so desires, he/she              
could choose to have his/her information removed from these databases. These measures,            
although attractive on paper, are not practically feasible, or even effective. 
 
People feel differently about their data being viewed by humans vs. data being viewed by               
machines. In situations with possible human intervention, people feel less comfortable           
having their personal data being accessed by a third party, as opposed to having metadata               
being used for algorithmic processing. It appears that our concerns about privacy violations             
are partly rooted in feelings of fear, shame, or embarrassment, if our private conversations              
are being read by another human being, as opposed to just being processed by algorithms.               
This duality became very clear when people became wary of using Gmail after it was               
revealed that Google was mining private email text to better target ads to attract              
non-Gmail users6. Google’s unapologetic attitude to this class action lawsuit is a good             
example of why we need a better data sharing model. 

 

Existing business practices 
Most retailers now realize that the data they’re collecting about their customers is             
potentially a second source of income, and is equally and sometimes more valuable than              
the actual product/service that they might be selling. Barclays recently revealed that they             
sell their client information to third parties (the data is de-identified before being sold).              4

3 "F.T.C. Member Starts 'Reclaim Your Name' Campaign for ..." 2013. 6 May. 2015 
<http://bits.blogs.nytimes.com/2013/06/26/reclaim-your-name/> 
4 "Barclays to sell customer data | Business | The Guardian." 2013. 6 May. 2015 
<http://www.theguardian.com/business/2013/jun/24/barclays-bank-sell-customer-data> 

http://bits.blogs.nytimes.com/2013/06/26/reclaim-your-name/
http://www.theguardian.com/business/2013/jun/24/barclays-bank-sell-customer-data


But as we’ve seen in numerous cases, it’s becoming increasingly easier to re-identify data              
by combining data sets. There are now data broker companies that operate websites such              
as GoodParentingToday , where people can share their stories, but the real purpose of             5

these websites is to collect and sell information that people provide voluntarily. Data             
companies have around 1500 data points for each person in their database, and they use               6

this information to profile people. These examples go to show that in today’s data market,               
there is a lot of demand for personal data, and not much in the name of regulation. This                  
“open data market” model could have serious consequences for people that originally            
provided this data. For example, data brokers can now provide a list of people that have a                 
“gambling addiction in Chicago”. Casino owners can target their ads to people that already              
have a known “gambling problem”. This is just one example of the countless nefarious              
purposes that such profiling could be used for. 

Strong resistance to regulation 
The CEO of Epsilon (a data company) feels that increased regulation by the FTC on their                7

practices could “cripple the economy” , and that self-regulation has worked very well till             8

now. Also, he feels that consumers should realize that the internet is an advertising              
medium, and should be careful about the information they choose to divulge when online.              
With data companies pushing the onus of maintaining data security on the average             
consumer of internet services, and the strong anti-regulation pushback from lobbyists for            
these data companies in Congress, it becomes even more imperative to re-imagine existing             
data sharing/privacy models. 

DAMP - Data Access Management Protocol 
 

In this paper, we propose a technical protocol that will encapsulate many key legal and               
ethical requirements with respect to privacy of user data. This standard, when            
implemented in software or hardware systems that involve data, will guarantee that various             
privacy guarantees are met and that breaches of privacy are improbable. A standard that is               
thorough and flexible and at the same time widely adopted and applicable to numerous              
scenarios would need expertise from a wide variety of domains.  
 
In the past, consortiums and working groups have come together to achieve such             
overarching goals in the creation of numerous standards that power the open Internet. We              
imagine that a similar group of experts would be able to come together to create a Data                 
Access Management Protocol - DAMP that enforces data privacy. Here, we will make a first               
attempt to see what DAMP would look like and what are the requirements that will drive it. 
 

5 "Welcome to Good Parenting Today." 2010. 5 May. 2015 <http://www.goodparentingtoday.com/> 
6 "60 Minutes - The Data Brokers - YouTube." 2014. 6 May. 2015 
<http://www.youtube.com/watch?v=_Cty7ctycsI> 
7 "Epsilon - A new breed of all-encompassing marketing ..." 6 May. 2015 <http://www.epsilon.com/> 
8 "60 Minutes - The Data Brokers - YouTube." 2014. 6 May. 2015 
<http://www.youtube.com/watch?v=_Cty7ctycsI> 

http://www.goodparentingtoday.com/
http://www.youtube.com/watch?v=_Cty7ctycsI
http://www.epsilon.com/
http://www.youtube.com/watch?v=_Cty7ctycsI


Analyzing the current state of privacy frameworks in different domains, we will identify the              
requirements that any proposed technical framework should address. It is not trivial, maybe             
even improbable, to devise a framework that addresses all potential concerns; but it is              
possible to address the most fundamental of them.  

 
Before delving into the details of DAMP, let us first look at standards that have attempted                
to solve similar problems with sharing, copying, access management and notifications in            
other domains. 

DRM - Digital Rights Management 
 

Digital rights management (DRM) is a suite of technologies and standards that are             
implemented by hardware and software manufacturers, publishers, copyright holders, and          
individuals with the intent of managing and controlling the the use of digital content and               
devices after they are sold. The first adopters of this technology were movie and music               
media distributors who wanted to control and prevent the copying of media and files once               
they were sold to consumers. With the advancement of devices and internet distribution             
models, this was further enhanced to include control over executing, viewing, copying,            
printing, and altering of these digital media. DRM technologies got a further boost with the               
passage of the Digital Millennium Copyright Act (DMCA) which criminalizes production and            
dissemination of technology, devices, or services intended to circumvent measures that are            
a part of DRM. DMCA further gives tools and frameworks to content publishers helping them               
to work with distribution channels to take down protected content after DRM safeguards             
are violated. Some common DRM techniques include:  
 

1. Restrictive Licensing Agreements: The access to digital materials, copyright and          
public domain is controlled. Some restrictive licenses are imposed on consumers as a             
condition of entering a website or when downloading software. 

2. Encryption, scrambling of expressive material and embedding of a tag: This           
technology is designed to control access and reproduction of information. This           
includes backup copies for personal use. 

3. Limited installs of computer games - The number of times that the buyer of a               
computer game (in the form of a CD) can install the game is limited to 4 or 5. 

4. Persistent online activation - This form of DRM requires a consumer to remain             
connected to a server, especially through an internet connection, to use a particular             
product. 

5. CD keys - Each authorized CD comes with a unique key that a user needs to enter                 
during the installation process. Failure to do so will not allow the user to proceed               
with the installation. 
 

Despite the ubiquity of DRM, it has received a lot of criticism from various quarters, the                
biggest complaint being that DRM has turned out to be a bigger hassle for the people                
actually buying authorized content, than it is a means of protecting authors of digital              



content. Also, traditional DRM technologies have become increasingly susceptible to          
circumvention. Some people argue that the nature of illegal file sharing leaves no place /               
use for DRM - to obtain a copy of a file without permission, downloaders go to a friend or a                    
file sharing network, not a DRM-encumbered distribution platform. If DRM existed only to             
prevent unauthorized sharing, every distribution method for that particular piece of media            
would have to be distributed by an uncrackable DRM-encumbered distribution platform,           
which is impossible on its own. So long as one copy becomes available without DRM,               
countless more are easily produced.  
 
But if the principles of DRM are applied to data and the roles reversed, where the                
multitudes of consumers are the ones who enforce DRM like restrictions on the relatively              
fewer data companies that need to abide by them, the model seems less encumbered. The               
hassles of the many in DRM translate to implementation effort for a relatively smaller              
population. The motivation for implementers of DAMP, could be the enhanced guarantees            
they provide to their customers, which could translate to other business benefits. 

RBAC - Role Based Access Control 
 
Role Based Access Control (RBAC) is an approach used in software for restricting access to               
systems based on roles. Implementations of RBAC are very commonly found in Enterprise             
Software systems. Typically, users of enterprise software systems are assigned one or more             
roles based on their role within the organization and based on the degree of access they                
would need for different areas of the software. The software is built with granular access               
control mechanism at its core. Either during the building process or as a subsequent              
configuration step, roles are created and each of the roles are given clearly understood              
responsibilities that they could be executed within the system. For instance, some roles can              
only create “contracts”, while others can only review them, while the administrators            
(admin) can do both and also delete them. Further maintenance involves managing users             
and roles - as the organization structure changes, users are moved to and from different               
roles reflecting their capabilities and responsibilities.  
 
A popular example of RBAC are circles within Google’s social network site Google +, where               
users create circles (analogous to roles) and then move friends in and out of a circle                
depending on the level of data that they would like to share with them. Salesforce’s               
Force.com platform and Palantir’s Gotham data platform are other popular examples of            9 10

RBAC inspired systems. 

9 https://help.salesforce.com/help/pdfs/en/salesforce_security_impl_guide.pdf 
10 "Palantir Gotham Platform | Palantir." 2014. 27 Apr. 2015 
<https://www.palantir.com/palantir-gotham/platform/> 

https://www.palantir.com/palantir-gotham/platform/


 

Requirements for DAMP  
 
Before formulating the technical specifications for DAMP, it is essential that we understand             
the broad requirements that it would implement. In this section, we will review some              
domains and the privacy requirements that they bring forward. We will then extract some              
requirements for DAMP by exploring the characteristics of each domain.  

Government data mining 
The government can be considered as a secondary data company in that it increasingly              
relies on the use of electronic data to uncover various types of wrongdoing, learn about the                
needs of its constituents, and improve public services. While the latter two categories are              
usually innocuous, using data to pursue criminal activity clearly has negative impacts on             
certain individuals. Further, national security programs may negatively impact the innocent           
through erosion of privacy or other civil liberties.  
 
The Constitution Project has considered this issue and developed “Principles for           
government in data mining” . These are heavily inspired by the Fair Information Practice             11

Principles . Paraphrasing, the principles and corresponding implications for DAMP are: 12

● Transparency and Notice. To the greatest extent feasible, individuals should be           
notified when the government is mining, storing or making decisions using data that             
concerns them. A caveat is made for national security concerns that differentiate            
this from the FIPP equivalent. 

○ This implies that we want data in DAMP to be able to ‘phone home’. That is,                
continued use of the data is predicated on the consumer’s/individual’s          
acknowledgement of its use. However, the government (and only the          
government) needs to be able to override this function if necessary. 

● Accountability, Oversight, and Redress. The creation, use and transmission of data           
should be subject to agreed standards, which are enforceable through penalisation.           
Individuals should be able to contest and correct data where feasible.  

○ This gives rise to the need for a trusted audit record that is automatically              
created when the data is accessed.  

● Data Quality, Integrity and Security. PII should be relevant, timely and complete.            
PII should also be protected against risks such as loss or theft.  

○ DAMP should have a range of escalating security settings. A “high security”            
setting might leave data encrypted and require the originator’s permission to           

11 "Principles for Government Data Mining - The Constitution Project." 27 Apr. 2015 
<http://www.constitutionproject.org/documents/principles-for-government-data-mining-preserving-civil-
liberties-in-the-information-age/> 
12 "NSTIC Appendix A – Fair Information Practice Principles ..." 2013. 4 May. 2015 
<http://www.nist.gov/nstic/NSTIC-FIPPs.pdf> 

http://www.constitutionproject.org/documents/principles-for-government-data-mining-preserving-civil-liberties-in-the-information-age/
http://www.constitutionproject.org/documents/principles-for-government-data-mining-preserving-civil-liberties-in-the-information-age/
http://www.nist.gov/nstic/NSTIC-FIPPs.pdf


view every time. That way the data can be stolen, but the permission to view               
can’t be stolen.  

● Data Appropriateness and Minimisation. Data should be only used for the purpose it             
was gathered for, and should be stored for the minimum time necessary. 

○ Metadata/pooling control can pre-select what the government needs to         
collect, rather than having to devise strategies to minimise irrelevant data           
accidentally gathered. 

○ Data might have preselected finite lifespans. 
○ Data has to ‘phone home’ before it can be repurposed. 

 

Academic research 
Data companies involved in academic research are subject to control measures that go             
above and beyond the use of data for general practice. Rather than discuss general data               
management, we will only consider those requirements that are intended to protect Human             
Rights under the Belmont Report : 13

● Respect for persons - Autonomy & Protection. One way that respect for persons             
can be ensured is by having the consent mechanism wired into the data format              
through encryption. This could facilitate initial consent for participation in a study            
as well as continuing consent for the data to be released and/or reanalyzed, through              
the ability to revoke privileges. Unfortunately, the protection of individuals with           
decreased autonomy is a difficult task in the online space and is likely to remain that                
way - therefore the data format needs to be supplemented by appropriate policy.  

● Beneficence. In some cases beneficence can be supported by having a compensatory            
pathway available in the data format. Currently, data is bought and sold to third              
parties, with fair compensation for the originator becoming a less likely prospect            
with every trade.  

● Justice. This doesn’t give rise to specific requirements for DAMP, but there may be              
scenarios in which justice can be better determined by the transparent and secure             
DAMP ecosystem.  

Private services - Tier 1 Data companies, social media, private education 
These companies are heavily involved in collecting user data as well as deploying it.              
Currently these companies have technical abilities that outpace law, but at the same time              
require their users’ trust to survive. They generally enact policy measures to limit the scope               
of data use which falls into either improving the user experience or innocuous revenue              
generation through targeted advertising. 
 
There are several issues with this model which have become apparent in numerous             
scandals. Enumerating some of the common themes gives rise to some data requirements: 

13 "The Belmont Report | HHS.gov." 2011. 4 May. 2015 
<http://www.hhs.gov/ohrp/humansubjects/guidance/belmont.html> 

http://www.hhs.gov/ohrp/humansubjects/guidance/belmont.html


● PID breaches. There are many cases of modern tech companies releasing PID via             
accidental and intentional means. For example, celebrity photos hosted on Apple’s           
iCloud service were hacked and released , government has trumped privacy policies           14

and seized reddit account data , and there have been accidental leaks . 15 16

● Selling/Sharing with third parties. It is no secret that some major services use PID              
to sell ads to third parties, but it may be surprising that PID itself can be on-sold in                  
various forms . Often the public will only become properly aware of this after it              1718

has gone on for some time, resulting in backlash. Even government services have             
been guilty of this, selling data and not allowing the public to opt-out . 19

● Overreaching analytics: Even if granules of data are collected and stored in an             
appropriate way, data companies can deploy the data in an unpalatable or even             
unethical way. See Target’s pregnancy prediction and Tesla’s use of car telemetry            20

(because the data was used to wage a PR war rather than to improve car               
performance) . Further, decisions made using poor analytics can unfairly affect          21

people in the real world e.g. in fraud detection. 
 
The preceding concerns give rise to some requirements for our DAMP: 

● Flexible ownership model. The rightful owner of the data may not be the originator             
, or even a singular party, so ownership will have to be flexible in implementation.               22

The discussion of ownership is a complex one , and will have to be resolved on a                23

case by case basis. 

14 "Apple Statement on Celebrity hacking - Business Insider." 2014. 5 May. 2015 
<http://www.businessinsider.com/apple-statement-on-celebrity-hacking-2014-9> 
15 "Reddit transparency report, 2014." 2015. 5 May. 2015 
<https://www.reddit.com/wiki/transparency/2014> 
16 Shi, Minghui, Xuemin Shen, and Jon W Mark. "IEEE 802.11 roaming and authentication in wireless 
LAN/cellular mobile networks." Wireless Communications, IEEE 11.4 (2004): 66-75. 
17 "New Facebook Policies Sell Your Face And Whatever It ..." 2013. 5 May. 2015 
<http://www.forbes.com/sites/anthonykosner/2013/08/31/new-facebook-policies-sell-your-face-and-wh
atever-it-infers/> 
18 "Coles reveals customers' data is shared with third parties ..." 2014. 5 May. 2015 
<http://www.smh.com.au/technology/technology-news/coles-reveals-customers-data-is-shared-with-thir
d-parties-overseas-20140308-34e1h.html> 
19 "Texas DMV Sells Personal Information To ... - Techdirt." 2013. 5 May. 2015 
<https://www.techdirt.com/articles/20130212/21285321958/texas-dmv-sells-personal-information-to-hu
ndreds-companies-drivers-not-allowed-to-opt-out.shtml> 
20 "How Target Figured Out A Teen Girl Was Pregnant Before ..." 2012. 5 May. 2015 
<http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant
-before-her-father-did/> 
21 "The Big Privacy Takeaway From Tesla vs. The New York ..." 2013. 5 May. 2015 
<http://www.forbes.com/sites/kashmirhill/2013/02/19/the-big-privacy-takeaway-from-tesla-vs-the-new-
york-times/> 
22 "Google Users - You're The Product, Not The Customer ..." 2013. 5 May. 2015 
<http://www.forbes.com/sites/benkepes/2013/12/04/google-users-youre-the-product-not-the-customer/
> 
23 "Who Owns Your Data? - Mashable." 2011. 5 May. 2015 
<http://mashable.com/2011/01/12/data-ownership/> 

http://www.businessinsider.com/apple-statement-on-celebrity-hacking-2014-9
https://www.reddit.com/wiki/transparency/2014
http://www.forbes.com/sites/anthonykosner/2013/08/31/new-facebook-policies-sell-your-face-and-whatever-it-infers/
http://www.forbes.com/sites/anthonykosner/2013/08/31/new-facebook-policies-sell-your-face-and-whatever-it-infers/
http://www.smh.com.au/technology/technology-news/coles-reveals-customers-data-is-shared-with-third-parties-overseas-20140308-34e1h.html
http://www.smh.com.au/technology/technology-news/coles-reveals-customers-data-is-shared-with-third-parties-overseas-20140308-34e1h.html
https://www.techdirt.com/articles/20130212/21285321958/texas-dmv-sells-personal-information-to-hundreds-companies-drivers-not-allowed-to-opt-out.shtml
https://www.techdirt.com/articles/20130212/21285321958/texas-dmv-sells-personal-information-to-hundreds-companies-drivers-not-allowed-to-opt-out.shtml
http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/
http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/
http://www.forbes.com/sites/kashmirhill/2013/02/19/the-big-privacy-takeaway-from-tesla-vs-the-new-york-times/
http://www.forbes.com/sites/kashmirhill/2013/02/19/the-big-privacy-takeaway-from-tesla-vs-the-new-york-times/
http://www.forbes.com/sites/benkepes/2013/12/04/google-users-youre-the-product-not-the-customer/
http://mashable.com/2011/01/12/data-ownership/


● Robust metadata. Data companies in the future may be expected to be able to              
prove the origin of the data, e.g. for auditing against FTC collection requirements. 

● Multiple-party encryption. To prevent data leaks, several parties (e.g. a consumer           
and the data company) might have to both grant access for the data to be usable. 

● Transparency. Users should be able to see how the data companies are deploying             
their data, even well after initial collection. This will prevent inappropriate scope            
creep enacted by unscrupulous data science teams within the data company. 

● Policy metadata. The policy under which the data was first collected encapsulates            
many of the guidelines for ongoing usage. To this end, the policy should be              
embedded (or linkable) from the data file.  

 

Open Data Market 
The open data market is characterised by the ‘anything goes’ sale, aggregation and use of               
data. Currently, the value pendulum swings in favor of the data companies, who are able to                
profit from participation in online data marketplaces without being required to pass the             
benefits to the consumers. There are currently efforts to give control back to users e.g.               
Datacoup . Unfortunately, these are bespoke platforms that don’t completely integrate          24

with an individual’s online presence. 
 
Open data markets extend the aforementioned requirements for ‘Private services’ to           
include the following: 

● There should be a ‘Right to be Forgotten’ and the ability to contest the validity or                
the availability of data through legal or other means 

● Support for aggregation - e.g. consumer agrees to enter PID into an aggregate pool,              
but it is impossible to view beyond a certain granularity 

● Support for finite data life spans 
● A fair and secure compensation pathway should be established or supported 

 
The consolidated set of requirements that can be gathered from these domains are             
captured in Appendix A. 

What does DAMP solve?  
● Attacks the problem at its source - People control their own data, and can choose               

the level of access they want to provide to someone wishing to access their data. 
● Mechanism to detect unauthorized data access - The technical implementation of           

the proposed system will include provisions for detecting unauthorized attempts to           
access a user’s data. This will make recourse easier. 

24 "Meet Datacoup - the company that wants to help you sell ..." 2014. 5 May. 2015 
<http://www.theguardian.com/technology/2014/sep/05/datacoup-consumer-sell-data-control-privacy-ad
vertising> 

http://www.theguardian.com/technology/2014/sep/05/datacoup-consumer-sell-data-control-privacy-advertising
http://www.theguardian.com/technology/2014/sep/05/datacoup-consumer-sell-data-control-privacy-advertising


● Once it’s known that information has been used without the user’s consent (data             
“piracy”), legal action could be taken against the perpetrator (requiring          
modifications in current legal policies that govern data usage and sharing). 

● The system will have improved logging and monitoring abilities which will aid in             
policing/identifying situations that might be governed by existing policies, but are           
harder to detect using current technologies. 

● A universal standard will reduce duplication of effort. For example, the FIPPs            
requirement for data companies to provide a contest-and-redress mechanism is          
costly and confusing because each company currently has it’s own implementation. 

 

Potential problems with DAMP 
 

● Even in cases in which a database has been assembled accurately, legally and             
ethically, the previously discussed issue of inappropriate or overreaching analytics          
can still arise. In the case of Target’s pregnancy prediction, a privacy-sensitive            
insight was drawn (then inappropriately shared) from individually non-sensitive data.          
This is a high-level issue that can’t reasonably be encapsulated into a technical             
framework and thus can’t be solved by DAMP - instead the industry will continue to               
rely on human elements such as professionalization. 

● We have discussed the idea of having the consumer retain some powers over the              
data even after it has been transferred into the hands of data companies or brokers.               
This is a powerful feature to protect privacy, but introduces a conflict - it is hard to                 
preserve privacy appropriately while still enabling commercial decisions. For         
example, if a user sells her data with an agreed scope of use, should she still                
maintain encryption powers to ensure the use of the data remains appropriate? If so,              
this invites the issue of consumers reneging on sales of data and absconding with the               
compensation. 

● Cost of Implementation - As with any new system, there will be costs associated with               
the design, development and implementation of DAMP, and determining who will be            
responsible for bearing the financial burden is challenging.  

● Barriers to adoption by existing businesses - This new protocol might face resistance             
from data-centric companies/organizations that might need to put in extra effort to            
adopt DAMP as part of their existing business model. 

Technical implementation 
 
This section is meant to give an abstract overview of how a technical implementation of               
DAMP could look like. It by no means attempts to provide solutions for all the technical                
complexities inherent in an implementation. We envision at least three core technical            
aspects for an implementation of DAMP: 

- Container - A secure environment in which decrypted data is available for            
processing within the limits defined by the data’s policies 



- Envelope - A cryptographic shell around data that holds the data, its unique             
identifier and reference to the policy that guides its usage. 

- Federated repository - A central or distributed repository that serves as the storage             
and medium of communication for policy rules, transactions and audit logs. 

 
 

 
Data is stored and processed in the container and can enter or leave the container only if it                  
is wrapped in the envelope, thus making it secure. The federated repository holds the roles               
and policy rules information about the data. Generators and consumers of data from the              
envelopes will refer to the federated repository for ensuring validity of the data and              
relevant access levels. 
 

Envelope 
The envelope is a cryptographically secured data interchange format that encapsulates the            
data and holds a reference to the policy that determines its usage. Envelopes are generated               
from applications or services that capture information that needs to be secured.  
 
At the point of data capture, the actor who provided the information is identified as the                
owner and is assumed to have a asymmetric keys to sign his data so that the origin of this                   
envelope can always be traced back to him. The originator's public key should also be               
named and available in the federated repository. Once the data is signed, the owner can               
then assign roles and policies that determine who can access the data. This policy and role                



information is then stored in the federated repository with a unique reference to the              
envelope that it protects. The same set of policy and roles can protect multiple envelopes               
if need be. 
 
Whenever a consumer, be it an application, service or container, needs to access data in an                
envelope, it will first fetch its relevant policy from the federated repository. If this              
consumer is authorized to use this information, then the relevant pieces of data are              
decrypted, the policies are applied and then, the data is made available to the consumer.               
All transactions on the envelope are logged in the Federated repository.  
 

Container  
The container is a secure computing environment for data. It includes data storage and              
compute capabilities. Containers will typically be be hosted by data companies and this is              
where data is stored and processed. Data will stay decrypted within the container, but at               
any ingress and egress point it would be wrapped in an envelope. Elements of its               
implementation could be borrowed from the guidelines provided for Trusted Computing .           25

This will help in ensuring that many of the existing tools for data storage and processing can                 
be used with some modifications for integrating with the policies stored in the federated              
repository. 
 

Federated Repository 
The federated repository could be a central or a distributed repository that acts as the               
storage and communication platform for policy rules, transactions and audit logs. When            
new envelopes are created, their policy is maintained in the repository and the owner of               
the envelope gets the maintenance rights to the policy. She can then update the policy as                
and when needed to reflect her wishes on how that data should be used. She could also see                  
the audit log of what her data was used for and thus monitor and fine tune the access. With                   
trusted service providers, she could also let the service provider decide what the default              
policies should be and apply them instead of fine tuned control every time. 
 
The main services offered by such a repository would be a trust chain for identifying group                
memberships with hierarchy, a secure policy storage and retrieval system and an audit and              
notification system. 
 
The repository could be a centralized implementation or a distributed system. For a closed              
service provider, say for example a medical service provider who would not have to share               
the data with any other external systems, a single centralized implementation is sufficient             
to ensure that the data aligns with the policies, and that the data envelopes could not be                 
used outside of the system when other systems do not have access to the repository. 

25 http://www.trustedcomputinggroup.org/trusted_computing/ 
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For data that has been collected with the intent of sharing and distribution, like in social                
media networks, a distributed federated repository could be envisioned. This could perhaps            
be built on a distributed block chain infrastructure where no single entity hosts all the data                
and is in complete control over the repository. Instead the data is distributed and              
replicated over multiple nodes which ensures resilience, fault tolerance and protection           
from tampering. 
 

Technical Limitations of DAMP 
Although DAMP offers a more secure way to share data amidst parties, it suffers from some                
of the drawbacks that its parent DRM technology was criticized for. Specifically, it may be               
useful to prevent well-intentioned privacy breaches (see Target) but may not be effective             
against hostile intent.  
There are too many avenues for distribution of data, and it’s not practical to enforce DRM                
on all possible distribution avenues without rendering existing data analysis software           
unusable. A single “pirated” data copy could lead to widespread distribution of data             
obtained in an unauthorized manner. It also becomes difficult to identify the source of the               
unauthorized point of access. 

Legal considerations 

Liability 
With a DAMP implementation, ascertaining liability could prove to be challenging. For a             
centralized model, the onus of data protection will lie with the central authority containing              
the encrypted data/decryption keys for all users. However, for an individual-centric DAMP            
implementation, can each person be held liable for his/her own data security? And in cases               
where a data breach does occur, who will be responsible for paying the damages? Drawing a                
parallel in identify theft, there are companies that offer consumers protection against            
identity theft, and in cases where such theft does occur, help consumers with damage              
control. Will there be a need for such organizations for data security, especially with an               
individual-centric model for DAMP? Another solution could be “data insurance” - where            
users can be covered for a certain amount in damages due to unauthorized access of               
personal data. 

Legal requirements for data release 
There are several legal reasons why the government, in particular, may compel a party to               
disregard an extant privacy policy and release data. Two of these are releases under the               
Freedom of Information Act and legal subpoenas.  
 
Depending on the implementation of DAMP, it may be impossible for entities to comply with               
legal orders when the data is restricted by other parties. This is probably unresolvable and               



may result in government pressure for DAMP to be compromised or abandoned in certain              
domains.  
 
Further examples include inheritance of data, enforcing legal proceedings on contested           
data, and matters of national security. 

Policy considerations 

Transfer of Ownership 
One important policy consideration is transfer of ownership in the event of a mishap              
befalling the person who generated the data e.g. if the person dies, or is otherwise               
incapacitated. Who would ownership of the data pass to - will the person’s family now own                
all of his/her data? Let’s say a person is medically incapacitated to take decisions regarding               
his/her own data e.g. he/she is in a coma, has a debilitating disease, or for some reason                 
wants to temporarily relinquish control of his/her own data. In such cases, will there be a                
similar concept as a Power of Attorney to transfer the power of taking decisions about               
personal data on the person’s behalf to someone else? 
 

Co-ownership 
We proposed co-ownership of data through multi-party encryption. But in hostile           
conditions, co-owners would be be able to hold the data hostage and may be able to take                 
undue advantage of the other party. In such circumstances, clearly defined policies could             
help in resolving conflicts. 
 

Ethical considerations 

Equality 
Equality is one of the main tenets of the Belmont Report.DAMP runs a high risk of being                 
restricted to people that have access to technology e.g. computers, smart phones etc., as a               
means of providing access to anyone requesting their data. This could lead to a section of                
the population not having the same control over their data as everyone else.  
 
Another related concern could be a person’s level of understanding of how cryptographic             
systems work - people with no background in computer science might find it challenging to               
fully grasp how the system works, and this might affect how they interact with it. However,                
this doesn’t seem to be a big issue, since people use technology like email, social               
networking websites etc. without knowing how these work in the backend. Nonetheless,            
people will still need to be educated about the importance of this system, and why they                
should be extremely cautious while using it to grant access to those requesting access to               
their data. 
 



Case Study 
 
We now propose a scenario that we envision would be possible in a world where the DAMP                 
system is a reality. As we’ve seen in numerous examples throughout this course, healthcare              
information is sensitive. In fact, most of the privacy and policy frameworks that we’ve              
studied in the course have emerged due to ethical/privacy violations in the medical field.              
Most of these violations arise from practitioners failing to distinguish between practice, and             
research, and overlooking their patient’s right to privacy for the “greater good” and             
betterment of science. Let’s take a look at a hypothetical scenario to better understand              
how DAMP can enforce stricter data privacy control. 

Scenario 
Patient X goes to his doctor to get some tests done. The doctor stores the patient’s medical                 
data / test results in the hospital/clinic database. This data is encrypted, and the doctor               
can access this data from the database in which it was initially stored. Now, let’s say the                 
doctor wants to conduct his/her own research using this, and other patients’ data. It is very                
likely that s/he would like to copy X’s data to another database that contains data               
pertaining to other research subjects. If we have a DAMP implementation in place, the              
doctor will not be able to move this data to another database without obtaining the               
appropriate decryption key from the patient in question. This becomes even more            
significant when the data in question includes DNA / genome sequences, which can now be               
represented digitally. Therefore, a patient’s data cannot be included as part of a research              
study without his/her explicit consent.  
 
This scenario is not dissimilar to the oft quoted Henrietta Lacks’ situation. Had DAMP been               
in place, Henrietta’s doctor would not have been able to access/copy any of her digitally               
represented genome sequences (this of course refers to today’s medical field where genetic             
information can be represented digitally) to another database, or process them, without            
receiving a decryption key for this purpose from Henrietta / the Lacks family. The tenet of                
“Informed Consent” is built right into the DAMP framework. 
 
Another use case for using DAMP in healthcare is patients’ data being used in surveys               
conducted by health insurance companies. These surveys are used to determine insurance            
premiums, policy details etc. With DAMP, insurance companies will not be able to access              
patients’ data without their consent.  
 

Conclusion 
 
Throughout our course, we read numerous examples on how data is increasingly being used              
for automated decision making. Most of these data collection processes leave people in the              
dark about how their data is being collected, and how it will be used. Our motivation for                 



working on this project was to explore better ways of data sharing that can empower the                
average consumer, and make them have greater control over their own data. We explored              
whether the usage of DRM for data - DAMP - could be a viable option for this purpose. DAMP                   
solves a lot of the issues that current data sharing models have, and enables the consumer                
to control his/her own data, which is really the root of most privacy violation issues.               
However, DAMP does share some of the pitfalls of the DRM technology. Also, implementing              
this system as the standard for data sharing will incur huge costs, and this always invites a                 
lot of pushback from corporations, and the government alike. However, the merits of the              
system cannot be denied, and it remains a very compelling alternative to the broken data               
sharing model in use today.  
  



 

Appendix  

A. Specifications for DAMP 
 
Data Owner  
When data is captured and used as a commodity by data companies, they behave as if they                 
own the data. It is very important at this point to acknowledge the true owner of this data,                  
which usually would be the user whom the data pertains to. A quick rule of thumb to help                  
identify the owner could by asking the question “who would be the most affected party if                
this data were to leak out?” . E.g. - A consumer owns all the posts she makes on Facebook.                   
In some cases, the rightful owner of the data may not be the originator, or even a singular                  
party, so ownership will have to be flexible in implementation. The discussion of ownership              
is a complex one, and will have to be resolved on a case by case basis. 
 
Data Usage 
Once the owner of a piece of data is defined, then she can control how the data is used in                    
the future and and the uses for which this data could be put to. Defining uses could be as                   
broad as a domain (e.g. academic research, media targeting), specific purpose (e.g. UX             
improvement, product recommendation), specified time limits (until account is active, one           
year), media and format of consumption(machine readable only, not for human eyes) etc.  
 
Data Security 
Different types of data may require different levels of security. Highly secure data may              
require explicit permission every time the data is used while public data may not be               
secured by encryption, but only through policies that prohibit its use. The security             
framework should accommodate all these aspects. 
 
Metadata 
In many circumstances, metadata may contain as much relevant information as the data             
itself e.g. phone voice data vs call metadata that exposes social networks. Metadata must              
be assigned the same level of protection and guarantees as the data itself. 
 
Data Sharing 
Closely related to the purpose for which data is used is the subject of who it is shared with.                   
Implicit within the protocol is the idea that data protected by DAMP could only be shared                
with other systems that adhere to the same sets of protocol. Once data is shared with                
another system, it can use that data only according the rules set by the data usage policies.                 
For e.g. If Facebook shares data with a third party app, that app cannot further share that                 
data; or a friend cannot further share pictures that I send him/her.  
 
 



Privilege maintenance 
When data is shared with multiple consumers, it becomes essential that there is an ability               
to finely control who can do what - control the privileges enjoyed by different consumers.               
This involves not just the ability to grant privileges but also the ability to revoke them. 
 
Penalization 
Given the open nature of the internet, it becomes all but impossible to prevent a               
sufficiently motivated user from sharing data that he should not - as can be seen from the                 
experience with DRM. E.g. a user can still make a screen capture or print a               
“not-to-be-shared” picture. Data that should not be shareable could be cryptographically           
“watermarked” so that if someone leaks it, the consumer/data owner can be compensated             
or the person that leaked the data can be penalized. It may be difficult to quantify losses                 
such as reputation. Assuming that there is a currency that can be applied to reputation,               
policies and laws can then be set in place that can quantify the harm and provide means for                  
commensurate redressal.  
 
Data Rights Maintenance 
In addition to defining data owners, roles and responsibilities, the protocol must also define              
the explicit transfer of these capabilities. Some scenarios that would need to be addressed              
include: 

● Transfer or sale of ownership 
● Transfer of roles for sharing rights  
● Sale, merger or acquisition of data rights owners 

 
Audit logging 
The protocol should support the generation of logs for usage and access of data. The owner                
should define the level of audit he would like to enforce on his data and the data services                  
acting on this data should be able to adhere to the levels of logging.  
 
Notification abilities 
The protocol could also require the need for notification when various activities are             
performed on the user data. The owner should be able to subscribe to notifications in               
combination with the level of audit logging he has enabled for his data. The owner can also                 
set notification levels in such a manner that s/he would have to actively grant access every                
time an action is taken on his/her data. For e.g. the data owner can either be notified                 
every time a friend views his post, or be notified and requested to grant permission for his                 
friend to view his post. These abilities may also help enforce Belmont report in academic               
research. The subject of an experiment could be notified every time his/her research data              
is used and can then immediately halt the research when he sees the data being used in                 
harmful ways.  
 
 
 



Data repurposing and re-identification 
The protocol should be able to allow or prevent the user-provided data to be conjoined               
with data from other sources. This mechanism could prevent the re-identification of user             
information from de-identified data by correlating attributes from other data sources. 
 
Data aggregation and statistical analysis 
The data owner could share rights for data aggregation and statistical analysis. This helps in               
creating models by pooling data from many users. This approach is used in most algorithms               
involving machine learning and statistical analysis. A data owner could explicitly prevent            
data aggregation along certain attributes of his data. For e.g. a user may wish to have his                 
data used in statistical analysis for race or gender, but may want to prevent those kinds of                 
analyses on information on a rare medical condition or a unique combination of features. If               
a student is enrolling in a course, s/he might select certain portions of data about               
him/herself to open up to the educator - portions of Facebook, scheduling, weekly habits. 
 
Multi-party encryption 
For data whose ownership or control resides with multiple parties, a system for multi party               
encryption is necessary. In such cases, to ensure data privacy, several parties (e.g. a              
consumer and the data company) might have to both grant access for the data to be usable. 
 


