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Abstract 

In March 2014, the new Australian Privacy Principles (APPs) came into effect. These replaced the now 

defunct National Privacy Principles and Information Privacy Principles and apply to all Australian 

organisations and the Australian Government agencies. These are the largest reforms in more than 10 years, 

and had wide reaching implications for all data collection, storage and usage activities.  

As we live in a global world where physical borders do not mean as much in the virtual world of the 

Internet, this paper will not only review these new APPs, but it will then also compare and contrast these to 

similar privacy principles put in place in both the USA and Europe. The final outcome will be a clear cut 

understanding of the difference and similarities between how personal information is governed in different 

countries. It will also seek to identify any shortcomings in the new APP approach Australia has taken, and 

make further recommendations for enhancements to this legislation.  

To ensure that this is attainable in the time frames provided, the paper will utilise working examples of 

specific common incidents. One example will be reviewed in each region, including information about what 

specific area of privacy was impacted, and what actions, if any, have subsequently been taken. 
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Overview of Australian, European and US Privacy Laws 
Until recently, Australia was often thought to be following the lead of its English heritage with regards to 

privacy. This initially started with the Privacy Act 1988 (Privacy Act) as a means to protect individual's 

personal information. Personal information was defined as information or opinion that identifies an 

individual or could identify an individual. For example, name, address, telephone number, bank , account 

details. However, more recently, Australia has introduced the Australian Privacy Principles (APPs), which 

are based in the OECD guidelines on the protection of privacy. These privacy principles provide an over-

arching framework and lense through which Australia monitors and responds to privacy issues.  

 In the US there is no single comprehensive federal law regulating the collection and use of personal data. 

Instead, there is a variety of state and federal laws that provides a minefield to navigate, and policy is 

reviewed on a sector-by-sector basis1. In 1995, the Fair Trade Commission (FTC) published the Fair 

Information Principles2. These principles are the result of the Commission's inquiry into the manner in 

which online entities collect and use personal information and the safeguards used to ensure it is collected 

fairly and with adequate protection. These Fair Information Practice Principles would be the closest the US 

has come to having an over-arching view of privacy issues.  

The principal EU legal instrument on data protection is Directive 95/46/EC of the European Parliament and 

the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal 

data and on the free movement of such data (Data Protection Directive). Under EU law, personal data can 

only be gathered legally under strict conditions, for a legitimate purpose. Furthermore, persons or 

organisations which collect and manage your personal information must protect it from misuse and must 

respect certain rights of the data owners which are guaranteed by EU law. In January 2012, the European 

Commission proposed a data protection reform package, stating that the current rules on data protection 

needed to be modernised in light of rapid technological developments and globalisation. The reform 

                                                             

1 http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-

0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-

125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf 

2
 http://en.wikipedia.org/wiki/FTC_Fair_Information_Practice 

http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf
http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf
http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf
http://en.wikipedia.org/wiki/FTC_Fair_Information_Practice
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package consists of a proposal for a General Data Protection Regulation, meant to replace the Data 

Protection Directive, as well as a new General Data Protection Directive which shall provide for data 

protection in the areas of police and judicial cooperation in criminal matters.  
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Examples of Privacy and Data Breaches 
To provide some practical application to the theory surmised above, examples will be provided of various 

data breaches across the three regions – Australia, United States and Europe. Each of these examples will 

focus in a specific privacy issue, and identify and understand the response that was made by the respective 

country. 

1. Australia 

Overview 

http://www.oaic.gov.au/news-and-events/media-releases/privacy-media-releases/privacy-breach-245-

000-australian-online-dating-profiles-hacked 

In 2013, an unauthorised intrusion into the Cupid dating service acquired the persona details of 254,000 

Australian online dating profiles. Cupid operates over 35 niche dating websites based on personal profile 

including ethnicity, religion and location. In January 2013, hackers gained unauthorised access to Cupid 

webservers and stole the personal information of approximately 254,000 Australian Cupid site users. 

Investigations found that, at the time of the attack, Cupid did not have password encryption processes in 

place.  

What type of data was impacted? 

The personal information included full name, date of birth, email addresses and passwords. This PII 

information could easily be enough to commit identity theft and potentially access other more secure 

information.  

What was the breach, why was it problematic? 

Unauthorised access was gained to data services of Cupid. This was problematic in itself, but was made 

worse by the fact that little to no encryption technologies were being utilised for passwords.  

Cupid had attempted to argue that seeing as they were not storing credit card details, then they could have 

less imposing conditions placed upon them. However, due to the various nature of sites they managed, it 

was determined that the information they held was considered sensitive and thus should apply under APP 

11.1. As passwords were stored in plain text, it was determined to be in direct contradiction of the ethos of 

the Australian Privacy Principles, and specifically insufficient steps were taken to protect this information. 

http://www.oaic.gov.au/news-and-events/media-releases/privacy-media-releases/privacy-breach-245-000-australian-online-dating-profiles-hacked
http://www.oaic.gov.au/news-and-events/media-releases/privacy-media-releases/privacy-breach-245-000-australian-online-dating-profiles-hacked
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What legislative imperatives exist around prevention of this issue 

This incident occurred prior to the March 2014 amendments to the privacy act, but it can still be viewed 

through the lens of the new APPs. APP 11.1 requires that reasonable steps be taken to protect personal 

information from misuse and loss. In determining reasonable steps, the Australian Privacy Commissioner 

looked at these particular circumstances, especially the volume and sensitivity of the information held, and 

the likely impact should this information be compromised.  

What was the response in Australia; What would have been the response in USA or Europe? 

Once the issue was identified, Cupid took a significant number of steps including: 

 sending a notification to all affected users, encouraging users to reset passwords; 

 analysing server logs and tracking the hack method to ensure the breach had been contained; 

 conducting 3 full scans using different detectors to confirm there were no malicious files; 

 engaging a security team to conduct a full audit of the servers; 

 conducting a remediation program; 

 upgrading security measures; 

 reviewing what personal information was required to ensure that Cupid only collected and 

 retained what was necessary; 

 engaging privacy lawyers to improve processes generally. 

 

Whilst these actions prove that Cupid took this matter seriously, it does not make up for the fact that if 

basic data storage principles were followed initially, this could have easily been avoided. Given this was a 

breach attack, the response for this across all three regions was quite similar – it is expected that basic 

security measures be taken. Whilst this often reflects the measures required for financial information, it 

must also be a directive for specific personal information such as passwords.  
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2. USA 

Overview 

http://www.wsj.com/articles/anthem-hacked-database-included-78-8-million-people-1424807364 

Anthem is the USA's second largest health insurer, and is part of a national network of independently run 

Blue Cross Blue Shield (BCBS) plans through which BCBS customers can receive medical services when they 

are in an area where BCBS is operated by a different company.  

A sophisticated cyber-attack let the account information of up to 80 million customers vulnerable. 

According to The Wall Street Journal the attack was first identified when a systems administrator 

discovered a database query being run using his identifier code without being initiated by him. Anthem 

responded quickly to the breach, and notified the Federal Bureau of Investigation (FBI). They also 

separately engaged a cyber security service to assist investigating.  

What type of data was impacted? 

Whilst this data breach occurred at a health insurer, the data that was taken was not health related, but 

was the PII of members of this health fund. This included names, date of birth, medical ID, social security 

numbers, street addresses, email addresses and employment information.  

What was the breach, why was it problematic? 

The breach involved a sophisticated cyber-attack which was only noticed by a systems administrator. It was 

problematic as there was an enormous amount of data taken, up to 80 million customers are now 

vulnerable after having their PII taken. Apart from the obvious brand damage an attack like this can cause, 

the magnitude of this attack has led to policy makers calling for mandatory encryption of any information in 

the healthcare space, including PII.  

What laws specifically cover this issue? 

Whilst it would appear obvious that this issue should be covered by HIPAA, when delving deeping it is not 

so apparent. HIPAA deals with the transmission and security of health related information. That would 

typically include doctors records, test results, and other confidential information. In the case of Anthem it 

causes an interesting paradox. The organisation is intrinsically healthcare oriented, but the data that was 

breached was of personal, non-health related. So this then begs the question – does this breach identify 

http://www.wsj.com/articles/anthem-hacked-database-included-78-8-million-people-1424807364
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possible flaws in the HIPAA standards? According to the Office of Civil Rights, HIPAA regulations cover the 

type of personal information breached at Anthem, even though it did not specifically relate to health 

information. This is because the personal health details, including health plan details, is covered under 

HIPAA, even if no specific diagnostic or treatment advice is disclosed.  

What legislative imperatives exist around prevention of this issue 

HIPAA security standards exist to attempt to prevent this type of issue. They are intended to protect 

electronic information – both at rest and during transmission – from unauthorised access, use or disclosure. 

The standards are intentionally technology-agnostic and should be scalable.  

However, whilst this legislative imperative exists, there is significant discretion available on how these 

standards are implemented. The Anthem breach has now brought into focus the question of whether this 

discretion is advisable, and whether security should be dictated for implementation and monitored for 

effectiveness. 

What was the response in USA; What would have been the response in Australia or Europe? 

Within the USA, serious questions being raised about whether this an attack of this magnitude should 

legislate the need for imposed encryption of all health information3. The Senate Health, Education, Labor, 

and Pensions Committee is planning to examine encryption requirements as part of a bipartisan review of 

health information security. It has also drawn some criticism of the security components of the HIPAA 

legislation, and it is expected that further reviews will be performed. 

Within Australia, a privacy breach such as this would fall under the Australian Privacy Principle (APP) 11 - 

Security of personal information, which states that reasonable steps must be taken to secure personal 

information and protect it from misuse, interference, loss, unauthorised access, modification or disclosure. 

Where personal information is no longer needed it must be destroyed or de-identified. This APP is also to 

be reviewed in conjunction with a set of guidelines provided by the Office of the Australian Information 

                                                             

3
 http://www.healthitoutcomes.com/doc/anthem-breach-leads-push-encryption-legislation-0001 

http://www.healthitoutcomes.com/doc/anthem-breach-leads-push-encryption-legislation-0001
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Commissioner (OAIC)4. These guidelines include security principles such as encryption and network security. 

However, whilst these guidelines are in place; Australia shares the commonality with the US in that they are 

not mandatory and the overhead involved in implementing and maintaining these standards often 

dissuades organisations from pursuing this.  

In Europe, there is a specific requirement to implement “appropriate technical and organisational measures” 

to protect personal data against accidental loss or unauthorised disclosure, and to ensure those measures 

maintain “a level of security appropriate to the risks represented by the processing and the nature of the 

data to be protected”. This tends to implicate that encryption technologies should be deployed to protect 

personal data. However, Europe also does not stipulate this through policy or law, and it takes and 

understanding of the situation to determine whether encryption should be deployed, and if so then to 

determine whether this would be at the application level, data level or both.  

 

  

                                                             

4
 http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-securing-personal-

information 

http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-securing-personal-information
http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/guide-to-securing-personal-information
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3. Europe 

Overview 

http://www.flanderstoday.eu/business/nmbs-data-leak-was-breach-privacy 

In December 2012, a data breach at the Belgian National Railway Operations resulted in the private details 

of 1.46 million customers’ data being made publicly available online. When cleaning out the data in the 

customer lists of the online sales department and the lists of the call center, personal data was temporarily 

transferred from a secure environment to an unsecure environment. Subsequently, this meant the personal 

information was indexed and available via Google.  

What type of data was impacted? 

The personal data contained the names, addresses, date of birth, gender, mother tongue, email addresses, 

and phone numbers of individuals who had requested information or who had purchased train tickets. To 

make matters worse, the list also included details of ministers, officials of the EU commission and personnel 

of several embassies.  

What was the breach, why was it problematic? 

This breach was the result of human error, with a worker apparently ‘clicking the wrong button’. In a 

country of only 10 million people, a leak of this magnitude can have catastrophic repercussions. The largest 

issue faced by breaches such as this is one of system integrity. What additional safeguards can be enforced 

to ensure that this information will not be made public. Also, given the power of the Google, Bing and other 

indexing technology, once a file is made public on the internet, it does not then require advanced hacking 

techniques to find and make use of this information. 

What laws specifically cover this issue? 

The Data Protection Directive (Directive 95/46/EC) gave the controller the duty to “implement appropriate 

technical and organizational measures to protect personal data against accidental or unlawful destruction 

or accidental loss, alteration, unauthorized disclosure or access, in particular where the processing involves 

the transmission of data over a network, and against all other unlawful forms of processing.” (Article 17(1)). 

 

 

http://www.flanderstoday.eu/business/nmbs-data-leak-was-breach-privacy
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
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What was the response in Europe? What would have been the response in Australia or USA? 

The privacy commissioner investigated the case and determined there had been a violation of the Belgian 

Data Protection Act. The case was referred to the prosecutor’s office to initiate criminal proceedings. 

Specifically, they lamented that the infringement occurred due to having insufficient level of security and 

violation of the obligation of fair and lawful processing.  

Of particular note in this case was the significant delay in any actions as a result of the breach. The breach 

occurred in May 2012, and was made public in December 2012. From this one can infer that the data was 

publicly available for at least 8 months.  

As a direct result of this breach, the Belgian Data Protection Agency (DPA) has published a recommendation 

on Information Security in January 2013.  

In the US, the privacy principles and guidelines insist on notifying authorities and relevant parties impacted 

within 48 hours. Within Australia, mandatory reporting is not legislated but is strongly recommended. 

Ironically, the EU Commission was in the process of drafting legislation that would have made this an 

imperative.   

 

  



12 
 

Conclusion and Recommendation 
Data breaches are ubiquitous and come in all shapes and sizes. Failure to acknowledge and pro-actively 

address this growing threat is a worrying trend. Although mandatory reporting of incidents is not a 

common law in Australia at this time, it is strongly encouraged under the Australian Privacy Principles.  

Most organisations are, in general, poorly prepared to deal with any form of modern cyber-attack. In 

Australia there is still a focus on adding more preventative controls and technology with the false belief 

that they can be set and forgotten and raise an alert when anything bad happens. This is akin to the 

medieval castle adding more bricks to the perimeter wall. Attackers will come back with a bigger ladder, or 

a different mechanism to get over the wall. Forward-leaning security organisations have changed the way 

they approach cyber security. They have come to accept that it is likely they will get hacked -- that the 

attacker will eventually get over the wall. 

To address this, they are instead focusing on detection and response to ensure that once someone gets 

over the wall, they can be quickly detected and dealt with before they are able to do any damage. 

Of course, there are healthcare organisations that are leading the way in protecting their customer's data, 

including healthcare data, and these organisations are typically developing their security around the triad 

of visibility, analysis and action. 

In order to achieve this there organisations need to rebalance their priorities in prevention, detection and 

response to ensure that rather than just adding more technology (or bricks), the business ensures its 

people have the right skill sets, experience and defined processes to work through incidents as they are 

raised. 

Overall, there is much that each region can learn from each other when it comes to privacy, ethics and 

policy decisions surrounding data. Given most data breaches can often be across boundaries, it may be 

time to investigate an international council to govern data security globally. This, in itself, will be an 

enormous challenge as laws and guidelines are localised for each area. However, this could take the form of 

guidelines and support for organisations to ensure this is done appropriately. 
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There has been significant strides taken across all three areas to tighten legislation and ensure appropriate 

security, but ultimately the privacy, security and ethics of data is not derived through policy, but through 

organisational culture. This can be both through public sector and private sector. Legislation can be used as 

the tool to enforce measures, but we cannot continue to rely on government to legislate our data into 

privacy.  

It is also of particular importance for consumers to take an avid interest in the security of their data. Only 

by doing this, will government and organisation stand up and take action. Unfortunately, this is not always 

the case. For example, there was uproar in Europe over the Facebook scandal, but the personal data from 

Belgian National Railway was hardly noticed.  

One could surmise that the future of privacy and protection of data assets will become inherently more 

important as we move into an ever evolving digital world, but only through a concerted, combined global 

public-private partnership will the ethics, privacy and policy guidelines ensure the protection of data assets. 

The last few years have seen significant improvements in guidelines and policy changes and there needs to 

be a continued push in the future years.  
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1. History of Australian Privacy Laws 
 

Until recently, Australia was often thought to be following the lead of its English heritage with regards to 

privacy. This initially started with the Privacy Act 1988 (Privacy Act) as a means to protect individual's 

personal information. Personal information was defined as information or opinion that identifies an 

individual or could identify an individual. For example, name, address, telephone number, bank , account 

details.  

The Privacy Act 1988 was a direct response to the OECD guidelines on the protection of privacy and 

transborder flows of personal data. The initial act had two main objectives – to protect personal 

information in the possession of government agencies and to implement safeguards for the collection and 

use of tax file numbers (TFNs). Whilst this may have seem robust at the time, looking back at this act 

highlights the inadequacies of this legislation in the face of the data deluge we currently face.  

To attempt to respond to this, there have been several amendments to expand the coverage of the act. 

Some of the highlights include: 

 Introduction of the Office of the Privacy Commissioner in 2000.  

 Expanding the coverage to include some private sector organisations in 2001. This included 

introducing 10 National Privacy Principles (NPPs). 

However, recently major changes were made to this act, which set out guidance for how private sector and 

government agencies must collect and use personal information. It also provides new powers to the Office 

of the Australian Information Commissioner (OAIC) to resolve complaints and undertake investigations.  
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2. Detailed Overview of APP changes 
The major amendments to the Privacy Act 1988 introduced the concept of Australian Privacy Principles into 

legislation. These will apply to both government agencies and also the private sector.   

 

 

 

 

 

 

 

 

 

 

There main items included in the APP includes: 

Part 1: Privacy By Design 

APP 1: Openness and Transparency Agencies are required to manage personal 

information in an open and transparent way, 

including:  

- developing and implementing procedures and 

principles that enable compliance 

- introducing an up-to-date privacy policy that is 

expressed simply, and easily obtained, which 

outlines the type of information collected, how the 

information is collected, the purpose of collecting 
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the information and whether it is likely that the 

information will be disclosed to overseas recipients 

and, if so, to which countries. 

APP 2: Anonymity and pseudonymity 

 

 

Individuals must be provided with the option of not 

identifying themselves, or of using a pseudonym, 

when dealing with an APP entity in relation to a 

particular matter.  

Part 2 – Collection and Notification 

APP 3: Collection of solicited personal information This outlines the standards for the collection of 

personal information. It states that an agency must 

only collect personal information that is “reasonably 

necessary or directly related to” one or more of its 

main functions or activities. In addition, an agency 

must collect the information by lawful and fair 

means and directly from the individual concerned.  

APP 4: Dealing with unsolicited information When receiving unsolicited personal information, 

steps must be taken to validate whether this 

information could have been collected under the 

rules set out in APP3. If it could, then the remaining 

APPs apply to that information. If it could not, then 

steps must be taken to either destroy or de-identify 

the information.  

APP 5: Notification of the collection of personal 

information 

 

When collecting personal information, reasonable 

steps must be taken to the provide the nature of 

collection. This includes providing: 

contact details of the APP entity 

whether information has been collected 

from a third party or under an Australian law 

or court/tribunal order (and details about 

that collection) 

the purpose of the collection 

complaint-handling and access/correction 
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information in the APP entity's privacy policy 

disclosure information, including to 

overseas recipients, and 

the consequences of not collecting the 

information. 

Part 3 – Dealing with Personal Information Use and Disclosure 

APP 6: Use or disclosure of personal information When holding personal information about an 

individual collected for a specific purpose, the entity 

must not use or disclose it for another purpose 

unless the individual has consented to the use or 

disclosure or it falls under one of the approved 

exceptions. 

APP 7: Direct marketing  If an organisation holds personal information about 

an individual, the organisation must not use or 

disclose the information for the purpose of direct 

marketing. However, there are exceptions to this 

blanket rule. An organisation may use personal 

information, other than sensitive information, about 

an individual for the purposes of direct marketing if: 

(a)  the organisation collected the information 

from the individual; and  

(b)  the individual would reasonably expect the 

organisation to use or disclose the information for 

that purpose; and  

(c)  the organisation provides a simple means 

by which the individual may easily request not  

to receive direct marketing communications from 

the organisation; and  

(d)  the individual has not made such a request 

to the organisation. 

APP 8: Cross-border disclosure of personal Greater legal accountability is required from entities 
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information who disclose personal information to overseas 

recipients. This will usually require not only ensure 

that the overseas entity is subject to an equivalent 

privacy regime, but also that the APP entity can 

enforce that protection; for example, under a 

written contract. If these requirements are not met 

(and none of the exceptions are available), the APP 

entity can be liable for the privacy breaches of the 

overseas recipient. 

APP 9: Adoption of government related identifiers 

 

An organisation must not use a government-related 

identified (such as Medicare number or Tax File 

Number) as its own identifier of an individual. 

Part 4 – Quality and Security 

APP 10: Quality of personal information An organisation must ensure that the personal 

information it collects, uses or disclosures is 

accurate, up-to-date, complete and relevant.  

APP 11: Security of personal information 

 

Reasonable steps must be taken to secure personal 

information and protect it from misuse, 

interference, loss, unauthorised access, modification 

or disclosure. Where personal information is no 

longer needed it must be destroyed or de-identified.  

Part 5 – Access and Correction 

APP 12: Access to personal information When holding personal information of an individual, 

with limited exceptions, it must upon request by 

that individual, provide the individual with access to 

the information.  

APP 13: Correction of personal information Reasonable steps must be taken to correct any 

personal information that is inaccurate, out of date, 

incomplete, irrelevant or misleading. If the 

information has been disclosed to another 
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organisation, it must take reasonable steps to notify 

that organisation of any corrections where the 

individual has requested this to be done. 

 

Penalties for Non-Compliance 

Where an organisation has implemented an approved privacy code, all complaints about the breach of an 

individual's rights under the Act should follow the code's complaints handling procedure. 

In relation to an individual's privacy, the Australian Information Commissioner has power to: 

 investigate complaints made to the Office of the Australian Information Commissioner by 

an individual or a code adjudicator; 

 investigate all complaints made about a Federal Government contractor; 

 investigate, on the Australian Information Commissioner's initiative, an act or practice that 

may be a breach of privacy, even if no complaint has been made; 

 seek an injunction from the court to stop conduct that does or would breach the Act; and 

 review the code adjudicator's decision if an individual requests. 

Under the new amendments, the Australian Information Commissioner has enhanced powers to investigate 

an interference with an individual’s privacy and can: 

 seek civil penalties in the case of serious or repeated breaches of an individual’s privacy; 

 accept enforceable undertakings; and 

 conduct an audit of the performance for both agencies and businesses. 

A serious or repeated breach of the Act will allow the Commissioner to make a determination and apply to 

the Federal Court to enforce the determination. Civil penalties of up to $1.7 million for a corporation and 

$340,000 for an individual may be sought. 
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3. Overview of USA Privacy Laws 
In the US there is no single comprehensive federal law regulating the collection and use of personal data. 

Instead, there is a variety of state and federal laws that provides a minefield to navigate. The US does not 

have a dedicated data protection law, but instead regulates by industry, on a sector-by-sector basis5  

Fair Trade Commission (FTC) 

In 1995, the Fair Trade Commission (FTC) published the Fair Information Principles6. These principles are 

the result of the Commission's inquiry into the manner in which online entities collect and use personal 

information and the safeguards used to ensure it is collected fairly and with adequate protection. The main 

principles included in the FTC Fair Information Principles include: 

1. Notice / Awareness 

 

Consumers should be given notice of an entity's 

information practices before any personal 

information is collected from them. 

2. Choice / Consent Giving consumers options to control how their data 

is used. This specifically relates to the secondary 

uses of information outside of the primary collection 

purpose. This is usually referred to as the 'opt-in' or 

'opt-out' model.  

3. Access / Participation The Fair Information Practice Principles defines 

access as not only the ability to view the data 

collected, but also to verify its accuracy. 

4. Integrity / Security Collection of data needs to be completed in a 

                                                             

5 http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-

0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-

125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf 

6
 http://en.wikipedia.org/wiki/FTC_Fair_Information_Practice 

http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf
http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf
http://www.hunton.com/files/Publication/1f767bed-fe08-42bf-94e0-0bd03bf8b74b/Presentation/PublicationAttachment/b167028d-1065-4899-87a9-125700da0133/United_States_GTDT_Data_Protection_and_Privacy_2014.pdf
http://en.wikipedia.org/wiki/FTC_Fair_Information_Practice
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manner than can ensure it is accurate and secure.  

5. Enforcement There are three types of enforcement measures: self 

regulation, private remedies including civil causes of 

action, and government enforcement. 

Currently, the FTC Fair Information Principles are only recommendations for maintaining privacy-friendly, 

consumer-oriented data collection practices, and are not enforceable by law.  

 Children's Online Privacy Protection Act (COPPA) 

The Children's Online Privacy Protection Act was signed into law on Oct 21, 1998. The rule applies to 

“operators of commercial web sites and online services directed to children under 13 that collect personal 

information from children, and operators of general audience sites with actual knowledge that they are 

collecting information from children under 13”. COPPA prohibits unfair or deceptive acts or practices in 

connection with the collection, use, or disclosure of personally identifiable information from and about 

children on the Internet. The law spells out what a Web site operator must include in a privacy policy, when 

and how to seek verifiable consent from a parent and what responsibilities an operator has to protect 

children's privacy and safety online. COPPA also requires that companies establish and maintain reasonable 

procedures to protect the confidentiality, security, and integrity of personal information collected.  

The roots of COPPA standards were planted in the 1960s — when television networks and programmers 

enticed kids with add-on goodies. Not only were they advertising products, like breakfast cereals, with toys, 

they were doing it unethically. It was as a result of those sketchy advertising campaigns that birthed 

concern about the effects of advertising on kids. COPPA is the 21st century version. 

Specifically, COPPA requires institutions covered by the act to: 

 Provide parents notice of their information practices; 

 Obtain prior verifiable parental consent for the collection, use, and/or disclosure of personal 

information from children (with certain limited exceptions for the collection of "online contact 

information," e.g., an e-mail address); 
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 Provide a parent, upon request, with the means to review the personal information collected from 

his/her child; 

 Provide a parent with the opportunity to prevent the further use of personal information that has 

already been collected, or the future collection of personal information from that child; 

 Limit collection of personal information for a child's online participation in a game, prize offer, or 

other activity to information that is reasonably necessary for the activity; and 

 Establish and maintain reasonable procedures to protect the confidentiality, security, and integrity 

of the personal information collected. 

 

COPPA’s rules define what collected information is considered actionable under the law. This includes full 

name, home address, email address, and telephone number. Any other information that could be used to 

contact or identify a child is also covered, like interests and hobbies. Also covered under COPPA is digital 

info collected through Internet cookies or other tracking technologies, when are attached to personally 

identifying information. 

 

Health Insurance Portability and Accountability Act (HIPAA) 

HIPAA was enacted in US Congress in 1996. The privacy rule addresses the use and disclosure of individual's 

health information, as well as standards for individuals' privacy rights to understand and control how their 

health information is used. Given health information is highly sensitive and private, HIPAA was developed 

as a way to assure individuals' health information is properly protected, whilst also allowing information to 

freely flow as required to ensure the highest quality healthcare can be provided. The rules specify a series 

of administrative, physical, and technical safeguards for entities covered by the law and their business 

associates to assure confidentiality, integrity and availability of electronic protected health information.  

HIPAA can be reflected by two main rules, the HIPAA Privacy Rule and the HIPAA Security Rule. 

1. HIPAA Privacy Rule 

The HIPAA Privacy rule standards address the use and disclosure of individuals health information. The rule 

attempts to strike a balance between to ensure the valid use of health information, whilst protecting the 

rights of the consumer. The privacy rule protects all 'individually identifiable health information' held or 

transmitted by a covered entity or its business associates, in any form or media, whether electronic, paper 
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or oral. Importantly, especially for data scientists, the HIPAA Privacy Rule puts no restrictions on the use or 

disclosure of de-identified health information.  

The basic principle of the HIPAA Privacy Rule is to define and limit the circumstances in which an 

individual's protected health information may be used or disclosed by covered entities. A covered entity 

may not use or disclose protected health information, except: 

(a) to individuals (or their personal representatives) specifically when they request access to it; or 

(b) to HHS when it is undertaking a compliance investigation or review or enforcement action.  

 

2. HIPAA Security Rule 

 

 

 

 

 

 

 

 

http://www.theiia.org/iia/images/news/Graphic2.gif 

The HIPAA Security Rule establishes national standards to protect individuals electronic personal health 

information that is created, received, used, or maintained by a covered entity. It requires appropriate 

administrative, physical and technical safeguards to ensure the confidentiality, integrity and security of 

electronic protected health information.  

Administrative Safeguards Includes items such as assigning a security officer 

http://www.theiia.org/iia/images/news/Graphic2.gif
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and providing training 

Physical Safeguards Includes equipment specifications, computer 

backups, and access restrictions 

Technical Safeguards Include access controls, audit controls, integrity, 

person or entity authentication and transmission 

security 

 

Under the HIPAA Security Rule all different types of data must be kept secure, including:  

 Data in Motion: data moving through the network (e.g. emails) 

 Data at Rest: data that is kept in databases, servers, flash drives, etc 

 Data in Use: data that is in the process of being created, retrieved, updated or deleted 

 Data Disposed: data that has been discarded. 

Consumer Privacy Bill of Rights Act of 2015 

On February 27, 2015 the Obama White House released an administration discussion draft of the Consumer 

Privacy Bill of Rights Act of 2015. The proposed act identifies seven basic principles to both protect personal 

privacy and ensure that industry can keep innovating. The seven principles are  Transparency, Individual 

Control, Respect for Context, Focussed Collection and Responsible Use, Security, Access and Accuracy, and 

Accountability.  

Whilst this bill does not necessarily cover new ground, it does knit together the existing guidelines from the 

FTC and other federal regulators, as well as industry self-regulation codes. It also cements the FTC's role as 

enforcer in chief for consumer privacy.  
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4. Overview of European Privacy Laws 
The principal EU legal instrument on data protection is Directive 95/46/EC of the European Parliament and 

the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal 

data and on the free movement of such data (Data Protection Directive). Under EU law, personal data can 

only be gathered legally under strict conditions, for a legitimate purpose. Furthermore, persons or 

organisations which collect and manage your personal information must protect it from misuse and must 

respect certain rights of the data owners which are guaranteed by EU law. In January 2012, the European 

Commission proposed a data protection reform package, stating that the current rules on data protection 

needed to be modernised in light of rapid technological developments and globalisation. The reform 

package consists of a proposal for a General Data Protection Regulation, meant to replace the Data 

Protection Directive, as well as a new General Data Protection Directive which shall provide for data 

protection in the areas of police and judicial cooperation in criminal matters.  

Under EU law as well as under Council of Europe (CoE) law, ‘personal data’ are defined as information 

relating to an identified or identifiable natural person, that is, information about a person whose identity is 

either manifestly clear or can at least be established by obtaining additional information. 

The basic principle of the European Union Data Protection Regulation is that personal data should not be 

processed at all, except when certain conditions are met. These conditions fall into three categories: 

transparency, legitimate purpose, and proportionality.  

Transparency 

The data subject has the right to be informed when his personal data is being processed. The controller 

must provide his name and address, the purpose of processing, the recipients of the data and all other 

information required to ensure the processing is fair.  

Data may be processed only under the following circumstances: 

 when the data subject has given his consent. 
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 when the processing is necessary for the performance of or the entering into a contract. 

 when processing is necessary for compliance with a legal obligation. 

 when processing is necessary in order to protect the vital interests of the data subject. 

 processing is necessary for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller or in a third party to whom the data are 

disclosed. 

 processing is necessary for the purposes of the legitimate interests pursued by the controller or by 

the third party or parties to whom the data are disclosed, except where such interests are 

overridden by the interests for fundamental rights and freedoms of the data subject. The data 

subject has the right to access all data processed about him. The data subject even has the right to 

demand the rectification, deletion or blocking of data that is incomplete, inaccurate or isn't being 

processed in compliance with the data protection rules.  

 

Legitimate Purpose 

Personal data can only be processed for specified explicit and legitimate purposes and may not be 

processed further in a way incompatible with those purposes. 

 

Proportionality 

Personal data may be processed only insofar as it is adequate, relevant and not excessive in relation to the 

purposes for which they are collected and/or further processed. The data must be accurate and, where 

necessary, kept up to date; every reasonable step must be taken to ensure that data which are inaccurate 

or incomplete, having regard to the purposes for which they were collected or for which they are further 

processed, are erased or rectified; The data shouldn't be kept in a form which permits identification of data 

subjects for longer than is necessary for the purposes for which the data were collected or for which they 

are further processed. Member States shall lay down appropriate safeguards for personal data stored for 

longer periods for historical, statistical or scientific use.  

When sensitive personal data (can be: religious beliefs, political opinions, health, sexual orientation, race, 

membership of past organisations) are being processed, extra restrictions apply.  

The data subject may object at any time to the processing of personal data for the purpose of direct 

marketing.  

http://en.wikipedia.org/wiki/Contract
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A decision which produces legal effects or significantly affects the data subject may not be based solely on 

automated processing of data. A form of appeal should be provided when automatic decision making 

processes are used. 

For the European citizen, the reform of EU's 1995 data protection rules includes: 

 A ‘right to be forgotten’ will help you manage data protection risks online. When you no longer 

want your data to be processed and there are no legitimate grounds for retaining it, the data will 

be deleted. The rules are about empowering individuals, not about erasing past events or 

restricting the freedom of the press 

 Easier access to your own data.  

 A right to transfer personal data normal from one service provider to another 

 When your consent is required, you must be asked to give it explicitly.  

 More transparency about how your data is handled, with easy-to-understand information, 

especially for children.  

 Businesses and organisations will need to inform you about data breaches that could adversely 

affect you without undue delay. They will also have to notify the relevant data protection authority.  

 Improved administrative and judicial remedies in cases of violation of data protection rights.  

 Increased responsibility and accountability for those processing personal data – through data 

protection risk assessments, data protection officers, and the principles of ‘privacy by design’ and 

‘privacy by default’ 


